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DNS and Domain
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Domains

e google.com

e zhdk.ch

e Wired.com

e Kantonsrat.zh.ch



Domain Name System (DNS)

e google.com » 1/3.194.40.40
« |localhost » 12/7.0.0.1
« zhdk.ch » 195.17/6.247141
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https:/www.youtube.com/watch?v=2ZUxoi7YNgs&ab_channel=CIRANEWS


https://www.youtube.com/watch?v=2ZUxoi7YNgs&ab_channel=CIRANEWS
http://www.apple.com/uk

Top-Level-Domains
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Uniform Resource Locator (URL)

Domain

Protocol Name File Path
https :// www . zhdk . ch / folderl1/folder2/index.html
Subdomain Top-Level-
Domain
P

Resource Name



Bits & Atoms I

Uniform Resource Locator (URL)

. http:/my-domain.to/path/to/my/file.zip
. https:/www.chess.com/puzzles/rated
» https:/www.google.ch/maps/place/Tonhalle-Orch...

. https:/www.youtube.com/watch?v=2ZUxoi7/YNQgs


http://my-domain.to/path/to/my/file.zip
https://www.chess.com/puzzles/rated
https://www.google.ch/maps/place/Tonhalle-Orch
https://www.youtube.com/watch?v=2ZUxoi7YNgs
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The Web

Dark Web

A mix of nefarious criminal activities and legitimate
elements such as whistle-blowers, WikiLeaks, and
political dissidence etc.



https://i2.wp.com/www.threatmonit.io/wp-content/uploads/2021/09/word-image-1.png?fit=600%2C448&ssl=1
http://www.apple.com/uk
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Tor Browser (The Onion Router)

« Routes traffic through anonymous
Tor network

« Allows acces to .onion websites

 Resist fingerprinting

I@)' About Support Community Blog Donate English (en) ¥ | Download Tor Browser

Browse Privately.
Explore Freely.

Defend yourself against tracking and surveillance. Circumvent censorship.

! Download Tor Browser ]

BLOCK TRACKERS
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Tor Browser (The Onion Router)

- Each relay (= Tor node)
decrypts the next “onion

” E t~ .d . .
layer” to reveal only the next . fy_g,ual == Encrypted by Tor
— = === Not encrypted by Tor
relay 1 —
. Some VPN Services offer to Tor client = .G
reroute traffic through Tor H Tor F
« Destination

~ 1 network

»
W
=
u
g

) CH#18-TOR O CONNECTED —t 1

L 4
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Middle relay
Exit relay

https:/external-content.duckduckgo.com/iu/?u=https%3A%2F %2Ffossbytes.com%2Fwp-content%2Fuploads%2F2015%2F09%2Ftor-working.png&f=1&nofb=1
https:/protonvpn.com/support/tor-vpn/



http://www.apple.com/uk
https://external-content.duckduckgo.com/iu/?u=https%3A%2F%2Ffossbytes.com%2Fwp-content%2Fuploads%2F2015%2F09%2Ftor-working.png&f=1&nofb=1
https://protonvpn.com/support/tor-vpn/
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.0nion

« B0 mostly random letters and numbers characters

« e.g. DuckDuckGo hidden service:
http:/3g2upl4pgBkufc4m.onion/

« On server in Tor network (only accessible with Tor-
browser)

« No spying possible on Tor exit node



http://3g2upl4pq6kufc4m.onion/
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Languages

« HTML 5

e CSS

. JavaScript
. PHP

. GO

e XM|
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HTML (Hypertext Markup Language)

0o

<!DOCTYPE html>
<html lang="en">
<head>
<meta charset="UTF-8">
<meta http-equiv="X-UA-Compatible" content="IE=edge">

<meta name="viewport" content="width=device-width, initial-scale=1.0">
<title>Document</title>

</head>

<body>
An HTML document.

</body>

</html>
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CSS (Cascading Style Sheer)

@00

html {
font-family: var(--sans-font);
scroll-behavior: smooth;

¥

body {
color: var(--text);
background: var(--bg);
font-size: 1.15rem;
line-height: 1.5;
display: grid;
grid-template-columns:

1fr min(45rem, 90%) 1fr;

margin: 0;

body > x {
grid-column: 2;
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JavaScript

4 /\
‘(\ "?")

function registerPartials(directory, type, component) {
var files = fs.readdirSync(directory);

files.forEach(function (file) {
var nextComponent = component;
if (file == 'atoms' || file == 'molecules' || file == 'organisms') {
type = file;
} else if (!file.includes('.') && file != 'views') {
nextComponent = file;

if (fs.statSync(directory + '/' + file).isDirectory()) {
registerPartials(directory + '/' + file, type, nextComponent);
} else {
var matches = /~([*.]+).hbs$/.exec(file);
if (matches) {
var name = ‘views/${type}/${component}/${matches[1]}";
var template = fs.readFileSync(directory + '/' + file, 'utf8');
hbs.registerPartial(name, template);
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Tools

« Code-Editor (VS Code, Atom etc.)
« Browser (Firefox, Chrome, Safari, etc....)
» Developer lools
« Git Version Control (Github, Gitlab, Bitbucket...)

« Forums and Web-Resources (Stackoverflow,
Mozilla Dev Network, W3C etc.)
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(] o0 @6 -
O B https://atom.io
I
Packages Themes Documentation Blog Discussions

) Visual Studio Code - Code Editi X +

O 8 n ~ode.visualstudio.com )

) Visual Studio Code  Docs Updates Blog APl Extensions FAQ Learn ¥ Download

is now available! Read about the new features and fixes from March.

s — gatsby-graphal-app

EXTENSIONS: MARKETPLACE blog-postjs X  Js ind Js ¥ Download

L .
( O d e ed |t| | I g s @sortinetalls src > components Js blog-post.js » & <function> ogPost =

import { graphql } from “"gatsby"

° Python 2019624221  &549M %45 import React rea
e Linting, Debugging (multi-threaded... import Image fr “gatsby-im
. Microsoft Install
¥ X jefault ({ data }) {

6 | blogPost = dlata. cms.blogPost
ata

GitLens — Git su... 985 $231M *5
Supercharge the Git capabilities bui...
Eric Amodio Install

jata: :

Free. Built on open source. Runs
everywhere.

[e] dateFormat
o C/C++ 0240 &$23M *35 2] debug
Bj C/C++ IntelliSense, debugging, and... == debugger
Microsoft Install p) decodeURI

s P deURIC t
4 ESLint 19.0 21.9M k45 seoce JRROnED

Download MaC Universal Vv {Es Integrates ESLint JavaScript into V... =defaul

LintJ ST (e] defaultStatus
Stable Build L s W = getete
e Debugger for C... 4116 ©206M %4 ) departFocus
q Debug your JavaScript code in the ... (@] devicePixelRatio
Microsoft Install ispatchEvent

and Language Sup... 0470 $186M % 4.5 ¥

! Java Linting, Intellisense, formattin...

: ) . Red Hat install -
By using VS Code, you agree to its TERMINAL -+ 2: Task - develop

vscode-icons 880 ‘ &172M *5 ® @ % Sublime Text - Text Editing, Dor X +
Icons for Visual Studio Code

VSCode Icons Team Install

 Vetur 0211 P1M ka5 ) &« c O 81 Jwww.sublimetext.com w s 0
éﬁ}' Vue tooling for VS Code 2
Pine Wu Install

: Compiling...

: Compiled successfully.

Pmaster S0L1t Q@0AO0 X1 Spaces: 2 UTF-8 LF JavaScript @ A s Sublime TEXt Download Buy Support News Forum

Text Editing, Done Right

DOWNLOAD FOR MAC Sublime Text 4 (Build 4126) See What's New

https:/code.visualstudio.com/

Sublime Text

FOLDERS 4p README.md CONTRIBUTING.md

svelte <p> # Contributing to Svelte
href="https://svelte.dev">
alt="Cybernetically enhanced web apps: Sveltc:iz=—= Svelte is a new way to build web applications.
site </a> o It's a compiler that takes your declarative
<a href="https://www.npmjs.com/package/svelte'> = components and converts them into efficient
src="https://img.shields.io/npm/v/svelte.s=—"""" JavaScript that surgically updates the DOM.

.github

src

test </a> -

<a href="https://github.com/sveltejs/svelte/blob/r=. .. The [Open Source Guides] (https://oper rce.g
src="https://img.shields.io/npm/1/svelte.s== ) website has a collection of resources for

.eslintignore </a> i individuals, communities, and companies. These

href="https://svelte.dev/chat"> SR resources help people who want to learn how to

: src="https://img.shields.io/discord/457912 run and contribute to open source projects.

-gitattributes </a> Contributors and people new to open source alike

< will find the following guides especially useful:

5 .editorconfig
.eslintrc.js

= .gitignore

.mocharc.js * [How to Contribute to Open Source] (
CHANGELOG.md ## What is Svelte? https://opensou «guide v—to-contri
* [Building Welcoming Communities] (

check_publish_env.js g Svelte is a new way to build web applications. It's


https://code.visualstudio.com/

Downloads 3 J
Add-ons and Themes CHA

tesque.com/ty [IESAEC
T R e T F—- ‘,m“;_.,.'
DFEYERIRNeRS .~ | Web Developer Tools N® |

Page Info Task Manager @ Items CART
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Remote Debugging

Browser Console BOF Yeial Add to Cart
Responsive Design Mode

Eyedropper

Every browser is a bit different.

Extensions for Developers

Look for terms like «Inspector», eiciss 1 cuie, Reviad 4 uates in 20

«Web Developer Tools» or
«Console». Serif L Light  Serif L Regular ~  Serif L Medium

Shortcut: .
O r C u m ! W O Inspector Console [© Debugger 1N Network {3} Style Editor »»
(tra Items CART O\

Mac: Option + Command + | tunge [

e

- | «/\NI/\ ,088R_ d888(" ). === 888( ).==— .+(" ) . ) Y8P( - (I
( (

O = = ) |‘.

. . (( (--__-:.—l .=()\_\ ) )\_ \()) (. ) ().—_)‘_.:I ) )) \_|.:(\
In WS lt 9 1 REERSU Y R ETRL I ) [ 1 10 A [l o L S o (o Gk O (N W PR /
) / ' Trial

-
<html class="no-cssgridlegacy cssgrid sr wf-boutiqueserif-n4-active wf-ac.. wf-boutiquesans—-n4-active
wf-lacrimaitalicregular—-n4-active"> [event| [scroll] [overflow
P <head>[:]</head
) w<body id="fff" class="theme theme__white" style="height: 100%;">
cookies f e T :
b <div id="__ nuxt">(=l</div>

- scrint far / nuxt/static/1649699792 /tvnefaces/honutinue/state.is"></scrint

html.no-cssgridlegacy.cssgrid.sr.wf-bout... > body#fff.theme.theme__white i
jated in Y Filte chov .cls + @ @ (@ [0 Layout Computed Chan~

element { 1 v Flexbox

height: 100%;
} Select a Flex container or item
#fff.theme__white {3 { ‘ to continue.

background-color: @ #f5f5f5;
color: () #0cecoc;

transition: b background-color .4s @) ease-in—-out; i
} Overlay Grid

v Grid

body €3 { [] div.specimen-
opacity: 1; component.specimen-information

}
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Gt

Github
https:/github.com/join

C) GitHub: Where the world builds X  +

C O B https://github.com

O Product -+ Team Enterprise Explore v Marketplace Pricing -

Where the world
builds software

Millions of developers and companies build, ship, and
maintain their software on GitHub—the largest and
most advanced development platform in the world.

73+ million 4+ million 200+ million 84%

Developers Organizations Repositories Fortune 100

Search GitHub

© *~ 0@

/ Sign in [ Sign up



https://github.com/join
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Help

 stackoverflow.com

« Mozilla Dev Network

e Canliuse.com

« GitHub issues

e Search engines

« Validation W3C

« Framework/Library Documentations

e €.g.. huxt.s
» e.9.:lodash


http://stackoverflow.com
https://developer.mozilla.org/en-US/
http://caniuse.com
https://validator.w3.org/
https://nuxtjs.org/docs/get-started/installation/
https://lodash.com/docs
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Hands-On

« Download code editor
- Open dev tools in browser of your choice
 Create your first .html file.
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Tags and Attributes

Tag

<html>..</html>

Opening tag Class attribute Closing tag

<p data-attribute=“content” class=“paragraph”>..</p>

Attribute
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index.himl

s,
‘[l‘ . )
‘-;;_-_‘:;

<html>
<head>
<title>Bits and Atoms II</title>
</head>

<body>
Hello
</body>
</html>
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index.himl

Selection of important tags:

<p>
<hl>-<h6>
<a>

<1img>
<ul>/<o0l>
<lnput>
<table>
<div>

<!DOCTYPE>

<abbr>

<address>

<area>

<base>

<bdo>

<blockquote>

<body>

<br>

<button>

B <canvas>

<caption>

<cite>
<code>
<col>

<colgroup>

8 <command>

https:/websitesetup.org/wp-content/uploads/2014/09/htmi5-cheat-sheet.png

Define a comment
Defines the document type

Defines a hyperlink
href, hreflang, media, ping , vel,
target, type

Defines an abbreviation

Used to define an embedded acronyms
Defines an address element
L

1 to define an embedded applet

Defines an area inside an image map

alt, coords, href, hreflang, medin,
ping, rel, shape, target, type

Defines an article
cite, pubdate

Defines content aside from the page
conlent

Defines sound content

rols, sre

autobuffer, autoplay, coi

Defines bold text

Defines a base URL for all the links in a
page

[, target

Used to define a def

size, or font-family

Defines the direction of text display
dir

Used to make text bigger

Defines a long quotation

cite

Defines the body element

Inserts a single line break

Defines a push button

autofocus, disabled,

movalidate,
type, value

formtarget, nax
Defines graphics

height, width

Defines a table caption

Used to center text and content

Defines a citation

Defines computer code text

autobuffer, autoplay, controls, sre

Defines attributes for table columns
Defines groups of table columns
span

Defines a command button

checked, disabled, icon, label,
radiogroup, type

<datalist>

<dd>

<del>

<details

<dialog

<dfn>

div>

<dl>
<dt>

<em>

embed>

<fieldset>

figure>

<footer>

<form>

<frame>

h1> to<h6>

<head>

<header>
<hgroup>
<hr>

<html

<iframe>

<img>

<input>

Defines a dropdoun list
Defines a definition description

Defines deleted text

cite, dateti

Defines details of an element

open
Defines a dialog (conversation)
Defines a definition term
Used to define a directory list
Defines a section in a document
Defines a definition list

Defines a definition term
Defines emphasized text

Defines external interactive content or
plugin

height, sre, type, width

Defines a fieldset

disabled, fi name

Defines a group of media content, and their
caption

Used to define font face, font size, and font

color of text

Defines a footer for a section or page

Defines a form

accept-charset, action, autocomplete,
enctype, method, name, novalidate,
target

Used to defin:
(fran

1e particular wi

) within a fra

Used to define a frameset, whi. ganized

mudtiple win

s (frames)
Defines header 1 to header 6
Defines information about the document

Defines a header for a section or page

Defines

Wormation about a section in a
document

Defines a horizontal rule
Defines an html document
manifest, xmlns
Defines italic text

Defines an inline sub window

, sandbox, seamless, sre,
width

height, nan

Defines an image

alt, sre, height, ismap, usemap, width

Defines an input field
accept, alt, autocomplete, autofocus,
checked, disabled, form, formaction,

formenctype, formmethod,
ovalidate, formtarget, hei

nawe, pattern, placeholder,
required, size, sre, step, type, value,
width

<ins>

<keygen>

<kbd>
label>
<legend>
<li>
<link>
<map>
<mark>

<menu>

<meta>

<meter>

<nav>

<noseript>

<object>

<ol>

<optgroup>

<option>
<output>
<p>
<param>
<pre>

<progress>

<rt>

<ruby>

Defines inserted text
cite, datetime
Defines a generated key in a form

challenge, disabled, form,
keytype, name

autofoc!

Defines keyboard text
Defines an inline sub window
for, form

Defines a title in a fieldset
Defines a list item

value

Defines a resource reference
href, hreflay

media, rel, sizes, type

Defines an image map

name

Defines marked text

Defines a menu list

lubel, type

Defines meta information

charset, content, http-equiv, name

Defines measurement within a predefined
range

high, low, max, 1 , value

, opt
Defines navigation links

Used to display text for bre

Defines a noscript section

Defines an embedded object

data, form, height, name, type,
usemap, width

Defines an ordered list

reversed, start
Defines an option group

label, disabled

Defines an option in a drop-down list
disabled, label, selected, value
Defines some types of output

for, fory

Defines a paragraph

Defines a parameter for an object
name, value

Defines preformatted text

Defines progress of a task of any kind
max, value

Defines a shor! quotation

cite

Used in ruby annotations to define what to
show browsers that to not support the ruby
element

Defines explanation to ruby annotations
Defines ruby annotations

ne strikethrough text

<samp>

<seript>

B <section>

<select>

<small>

B <source>

<span>

<strong>

<style>

<sub>, <sup>

<table>

<thody>

<td>

<textarea

<tfoot>,
<thead>
th>
<time>
<title>

<tr>

var>

B <video>

Defines sample computer code

Defines a definition list

asyne, type charset defer, sre
Defines a section
cite

Defines a selectabie list

f , disabled, form, multipk

e, size

Defines small text

Defines media resources
medin, sre, Lype

Defines a section in a document
Defines strong text

Defines a style definition

type, medin, scoped

Defines sub/super-scripted text
Defines a table

summary

Defines a table body
summary

Defines a table cell

colspan, headers, rowspan
Defines a text area

autofocus, cols, disabled, form,
maxlength, name, placeholder,
readonly, readonly, required, rows,
wrap

Defines a table footer / head

Defines a table header

colspan, headers, rowspun, scope
Defines a date/tim

datetime

Defines the document title

Defines a table row
datetime

Used to define teletype text

Used to define underlined text
Defines an unordered list
Defines a variable

Defines a video

utoplay, controls,
height, loop, sre, width
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